






Social media sites let teens socialise 
online. Here’s how to review privacy 
settings for your peace of mind 

Make social 
networking safer 
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How to...
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This guide will take you through the 
basic security and privacy settings you 
need to protect your teenager when they 
are using the internet browser-based 
version of Facebook.

Facebook is also available as a mobile 
app for Android and iOS devices, and the 
privacy settings are dictated by how you 
set up your teen’s Facebook account on 
the computer. If you alter your privacy 
settings, the change is universal and will 
affect how people view your teen’s 
Facebook via the app or on the website.

5 simple steps to making 
Facebook safe for your teen
1 Ask your teenager to log in using their 
email address and password. Click the cog 
at the top right corner of their newsfeed 
page to access ‘Settings’.
2 The ‘Privacy’ page lets you control 
who can see and fi nd your teenȂs posts� 
Select ‘Who Can Contact Me?’ to restrict 
who can befriend your teen or make 
friend requests.
3 Use the ‘Blocking’ setting to block 
invites, users and app requests. You can 
also create a ‘restricted’ list. Users you 
have selected to be on this list will only 
be able to see a very limited version of 
your teenȂs profi le�
4 ‘Timeline and Tagging’ will help you to 
control the photos and posts your teen is 
tagged in. You can manage who can post 

on their timeline, who can see their 
timeline and what happens when they are 
tagged in a post. To check how others see 
your teen’s timeline, go to their Facebook 
page and click on the down arrow situated 
beside the ‘Activity Log’ bar. Click on 
‘View As’, type in a name from your teen’s 
friends list and youȂll see how their profi le 
appears to that specifi c friend�
5 The Apps setting will let you control 
what information gets shared through 
games and apps such as Farmville or 
Candy Crush. You can also block invites 
to download apps or play games from 
specifi c users here�

Facebook

Remember…
1 You need to be over 13 to have a 
Facebook account.
2 Facebook is a public platform. If your 
teen removes a post or photo they are 
tagged in from their timeline, it will still 
be visible elsewhere on the site.
3 You can use the ‘Report’ button (on 
the drop down menu to the right of 
every post) to report offensive 
content to Facebook.
4 For more help and information, 
check out Facebook’s Parents’ Centre 
at facebook.com/safety
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By putting security and privacy 
settings in place on the browser-
based version of Twitter, you can 
control how your teen interacts with 
others on the site.

Security and privacy settings
 Go to ‘Settings’, then select 
‘Security and privacy’. For the most 
secure settings, follow these steps:
 
1 /RJLn YHULfi FaWLRn – select 
���6�H�Q�G���/�R�J�L�Q���9�H�U�L�#���F�D�W�L�R�Q�V���7�R��
My Phone’ and enter your 
phone number.
2 3aVVZRUd UHVHW – check this 
box to ensure additional personal 
information is required when a 
password is reset.
3 7ZHHW SULYaFy – check this box 
so that no-one can read your teen’s 
tweets without their prior approval.
4 7ZHHW lRFaWLRn – leave this box 
unchecked to prevent location 
details being included in tweets.

5 'LVFRYHUaELlLWy – leave both 
boxes unchecked to prevent people 
�#���Q�G�L�Q�J���G�H�W�D�L�O�V���R�I���\�R�X�U���W�H�H�Q���E�\���H�P�D�L�O��
address or phone number.
6 3URPRWHd FRnWHnW – leave this 
box unchecked to prevent Twitter 
using your personal information 
to tailor adverts.

Reporting abusive Tweets
On the far right of a Tweet select 
0RUH!5HSRUW 7ZHHW to report 
the content to Twitter admin.

Twitter
YouTube SafetyMode lets you opt 
out of being shown videos that have 
mature content or that have been 
age-restricted. These videos will also 
not appear in searches or in the 
‘Related Video’ menu.

To set up YouTube SafetyMode
Go to any YouTube page. Near the 
foot of the page is a ‘Safety’ button; 
click to open the ‘Preferences’ setting.

Turn ‘SafetyMode’ on or off and 
click ‘Save’. If you have a YouTube 
account, you can sign into your 
account and lock ‘SafetyMode’ 
so that no one else can change 
the settings.

YouTube

Remember…
1 You need to be at least 13 
to have a YouTube account, 
but you don’t need to have 
an account to access most 
videos on the site.
2 To lock SafetyMode you 
need to have a Google or 
YouTube account.
3 If you or your child come 
across an inappropriate video, 
you can report it by clicking the 
‘Flag’ button located below the 
video. For more information, 
go to: yRXWXEH�FRP�yW�
SRlLFyandVaIHWy
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Report online concerns
If you ever encounter anything abusive, inappropriate or illegal 
online, there are some useful contacts to keep close at hand

Google SafeSearch
Set to ‘Moderate Filtering’, this screens sites that 
contain sexually explicit content and removes 
them from your search results� 7o fi lter e[plicit 
text, change your settings to ‘Strict Filtering’. 
If inappropriate sites still appear, you can report 
it to Google at: google.com/webmasters/
tools/safesearch 
For more information, go to: google.com/ 
goodtoknow/familysafety

Facebook “f ” Logo CMYK / .eps Facebook “f ” Logo CMYK / .eps

Facebook 
You can report offensive content by using the 
ȁ5eportȂ button� 7o Ȥ ag a photo or Yideo� click the 
gear icon at the top right of the page and select 
ȁ5eport 7his PhotoȂ� )acebook will reYiew the 
content and take appropriate action� )or more 
information, go to: facebook.com/safety

YouTube
To report a video on YouTube as inappropriate, 
click the ȁ)lagȂ button beneath it� <ou7ube then 
reYiews the report and remoYes Yideos that 
Yiolate its 7erms of 8se� 8sers who continue 
to break these rules will haYe their accounts 
penalised or closed. For more information, 
go to: youtube.com/yt/policyandsafety

Age Ratings You Trust

British Board of Film 
&lDssLfi� FDWLRQ��%%)&�
7he %%)& works with fi lmmakers� mobile 
operators and on demand digital service 
proYiders to ensure that children only Yiew 
or access age-appropriate content. If you 
have seen something on a platform, service 
or other provider that carries a BBFC age rating 
and you haYe feedback about the age rating� 
you can call� email or write to the %%)&� )or 
more information, go to: bbfc.co.uk 

A National
Crime Agency

command

The National Crime 
Agency’s CEOP Command
The National Crime Agency’s CEOP Command 
helps young people who are being se[ually 
abused� or who are worried that someone 
they’ve met online is trying to abuse them. 
7his might be someone who is�
• Chatting about sex online.
ȉ $sking them to meet up face to face�
ȉ $sking them to do se[ual things on webcam�
ȉ $sking for se[ual pictures�
ȉ 0aking them feel worried� an[ious or unsafe� 
If this is happening to your child, or you’re 
worried that it might be� report it to &(2P at� 
ceop.police.uk

,QWeUQeW�:DWFK�)RXQGDWLRQ��,:)�
If you come across any child sexual abuse content 
(child pornography), or criminally obscene adult 

content on the web� report it to the I:) by clicking 
ȁ5eport &riminal &ontentȂ on their website� <our 
report could help trace a victim and save them 
from further abuse� and all reports are confi dential 
and can be made anonymously. For more 
information, go to: iwf.org.uk

MEDIA STANDARDS 

ParentPort
ParentPort is run by the UK’s media regulators 
to protect children from inappropriate material. 
If you’ve seen or heard something unsuitable 
for children on 79� online� in a fi lm� adYert� Yideo 
game or maga]ine� report it by clicking ȁ0ake 
a &omplaintȂ on the ParentPort website� It then 
directs you to the relevant regulator. E.g. to 
complain about a game on a mobile phone, you 
need the 9ideo Standards &ouncil website� )or 
more information, go to: parentport.org.uk

PhonePayPlus 
PhonePayPlus regulates premium-rate 
services in the UK and offers free advice or 
can investigate a problem on your behalf. 
If you have a complaint about a premium-
rate serYice� contact the company fi rst� If 
that doesnȂt work� contact PhonePayPlus� 
Complaints can include the cost of a text/call 
not being stated; misleading service claims; 
offensive content, a prize not delivered, 
a request for termination of the service 
being ignored; or a call being unnecessarily 
long� which makes it costly� )or more 
information, go to: phonepayplus.org.uk
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How to…

…to service providers …to the police and other authorities
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 “If you look too closely over your child’s shoulder, it gives 
them the impression you don’t trust them” p9

 “Try things out for yourself and you’ll get a feel for 
what your kids are using” p15

 “The aim is to get kids to stop and think before they send” p19 

 “By using Minecraft, students are improving their 
problem-solving skills, communication skills and 
collaborative working” p20

 “I’ve been catapulted into a global community, making the 
world around me more accessible” p26

 “How will you advise your ‘future teenager’ on what’s 
appropriate to post if you’ve been posting embarrassing 
shots of them throughout their childhood years?” p28

 “Some children are able to ignore online bullying, but most 
take it very personally, and are haunted by these anonymous 
and vicious expressions of ridicule and disdain” p29

 “The issue isn’t just about reducing children’s access. 
Adults need to be modelling a healthy balance 
and stop themselves constantly checking their 
devices for emails and texts” p33

 “In the real world we treat strangers with caution. 
Similar care should be given to your child’s new 
online ‘friends’” p34
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